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1 . Claims 1-25 have been examined. 
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Claim Rejections - 35 USC § 103 

2. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claims 1-25 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
U.S. Patent No. 6,182,139 to Brendel in view of U.S. Patent No. 6,247,054 to Malkin 
and further in view of pending application 09/128,896 to Koehler et al. 

4. Regarding claim 1 , Brendel teaches the method comprising: receiving a packet 
from a client, the packet having a destination identifier associated with a server (Figure 
8 and Col. 1 1 lines 20-21 ); storing the destination identifier of the start packet (Figure 8 
and Col. 1 1 lines 21-22); after storing the destination identifier of the start packet and 
tagging the start packet, sending the start packet to the server (Figure 8 and Col. 1 1 
lines 28-29); when a first acknowledgement packet associated with the start packet is 
received, storing and associating a source identifier of the first acknowledgement packet 
with the stored destination identifier of the start packet (Figure 8, Col. 1 1 lines 20-21 
and lines 57-61 - In order for the packets to go to the replica server when the 
destination address is that of the original server, an association of addresses in the 
address translation look-up table would be necessary to correlate the original servers 
address with that of the appropriate replica); and after storing and associating the 
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source identifier of the first acknowledgement packet, sending the first 
acknowledgement packet to the client (Figure 8 - SYN + ACK(O) back to client). 
Brendel, however, does not teach adding a tag to the start packet to indicate that the 
start packet should be forwarded to any replica that duplicates the data content of the 
server. Koehler et al., however, teaches of using a tag within a packet consisting of a 
certain value to identify a certain property (Page 4 paragraphs [0033-0034]). It would 
have been obvious to a person of ordinary skill in the art at the time the invention was 
made to modify the packet disclosed in the invention to Brendel to allow a tag bit to be 
set within the data packet indicating whether or not the packet could be forwarded to 
replica servers if they existed in order to make sure content is received from the proper 
server and not redirected to a replica in certain cases to protect the validity of the data. 
In addition, Brendel does not teach cracking the first acknowledgement packet to obtain 
the source identifier when the first acknowledgement packet has been encapsulated 
and when cracked, encapsulating the cracked acknowledgement packet with a source 
address associated with the packet and sending it to the client. Malkin, however, 
teaches of encapsulating packets in order to preserve the destination address of the 
original packet before being redirected (Col. 3 lines 34-38). Later, the server must 
decapsulate i.e. crack (Col. 4 lines 44-46) the encapsulated packet to gain access to its 
data. In view of the teachings by Malkin, it would have been obvious to a person of 
ordinary skill in the art at the time the invention was made to encapsulate the packet 
disclosed in Brendel to provide a means for preserving the original information i.e. 
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address contained within the contents of the packet, and to also provide a method for 
decapsulating, i.e. cracking, the encapsulated packet. 



5. Regarding claim 2, Brendel teaches the invention substantially as claimed, the 
method further comprising: when a subsequent packet associated with the start packet 
is received that is not a start packet or an acknowledgement packet, replacing 
destination identifier of the subsequent packet with a destination identifier equal to the 
source identifier of the acknowledgement packet prior to being cracked or encapsulating 
the subsequent packet with a destination identifier equal to the source identifier of the 
acknowledgement packet prior to being cracked when the subsequent packet originates 
from the client (Col. 1 1 lines 48-50); and forwarding the subsequent packet to its 
destination (Col. 11 lines 50-51). 

6. Regarding claim 3, Brendel teaches the invention substantially as claimed, 
wherein the subsequent packet is only modified when the destination identifier of the 
packet does not equal the destination identifier of the start packet (Col. 7 lines 29-35 - If 
the destination address of the start packet (SYN) is returned with the SYN+ACK packet, 
it allows the transfer session to proceed normally with no intervention). 

7. Regarding claim 4, Brendel teaches the invention substantially as claimed, 
wherein the start packet is only tagged when the start packet is associated with web 
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data (Col. 15 lines 54-55 - In the present embodiment of his invention, only web data, 
when a URL is entered in the client's browser, will be sent to the client-side dispatcher), 
and the method further comprising sending the start packet to the server without the tag 
when the start packet is not associated with web data (Col. 16 lines 15-18 - In the 
present embodiment of his invention, non web data, called "other Internet traffic", is not 
handled by the client-side dispatcher and is just passed to it's appropriate destination). 

8. Regarding claim 5, Brendel does not explicitly teach the invention as claimed. It 
would have been obvious to one of ordinary skill in the art at the time the invention was 
made that one can quickly and easily discern web data from other Internet traffic by the 
destination port number i.e. 80. Because this is widely known in the networking art, it 
would have been obvious to one of ordinary skill in the art at the time the invention was 
made to implement a check for web data by destination port number into the invention 
of Brendel in order to quickly and easily obtain the type of data from the packet, already 
at hand, rather than using other methods which carry excess overhead. 

9. Regarding claim 6, Brendel teaches the invention substantially as claimed as 
aforementioned in the rejection to claim 1 , with the addition of, the computer system 
comprising: a memory; and a processor coupled to the memory, wherein at least one of 
the memory and the processor are adapted to provide: receiving a packet from a client, 
the packet having a destination identifier associated with a server (Claim 13 Col. 18 
lines 52-67 - It is obvious to one of ordinary skill in the art of computers that all 
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computers consist of one or more processors, memory, and various other components. 
Therefore, by teaching a computer system, it is obvious that a memory and a processor 
coupled to the memory are taught by the invention to Brendel). The other limitations 
recited in claim 6 are rejected under the same rationale as the limitations in claim 1 . 

10. Regarding claim 7, Brendel teaches the invention substantially as claimed, a 
computer system (Col. 18 lines 52-67) wherein at least one of the memory and the 
processor are further adapted to provide: when a subsequent packet associated with 
the start packet is received that is not a start packet or an acknowledgement packet, 
replacing destination identifier of the subsequent packet with a destination identifier 
equal to the source identifier of the acknowledgement packet prior to being cracked or 
encapsulating the subsequent packet with a destination identifier equal to the source 
identifier of the acknowledgement packet prior to being cracked when the subsequent 
packet originates from the client (Col. 1 1 lines 48-50); and forwarding the subsequent 
packet to its destination (Col. 1 1 lines 50-51). 

1 1 . Regarding claim 8, Brendel teaches the invention substantially as claimed, 
including all of the aforementioned limitations of claim 6, wherein the subsequent packet 
is only modified when the destination identifier of the packet does not equal the 
destination identifier of the start packet (Col. 7 lines 29-35 - If the destination address of 
the start packet (SYN) is returned with the SYN+ACK packet, it allows the transfer 



Application/Control Number: 09/605,917 Page 7 

Art Unit: 2143 

session to proceed normally with no intervention). 

12. Regarding claim 9, Brendel teaches the invention substantially as claimed, 
including all of the aforementioned limitations of claim 6, wherein the start packet is only 
tagged when the start packet is associated with web data (Col. 15 lines 54-55 - In the 
present embodiment of his invention, only web data, when a URL is entered in the 
client's browser, will be sent to the client-side dispatcher), and the method further 
comprising sending the start packet to the server without the tag when the start packet 
is not associated with web data (Col. 16 lines 15-18 - In the present embodiment of his 
invention, non web data, called "other Internet traffic", is not handled by the client-side 
dispatcher and is just passed to it's appropriate destination). 

13. Regarding claim 10, Brendel does not explicitly teach the invention as claimed. It 
would have been obvious to one of ordinary skill in the art at the time the invention was 
made that one can quickly and easily discern web data from other Internet traffic by the 
destination port number i.e. 80. Because this is widely known in the networking art, it 
would have been obvious to one of ordinary skill in the art at the time the invention was 
made to implement a check for web data by destination port number into the invention 
of Brendel in order to quickly and easily obtain the type of data from the packet, already 
at hand, rather than using other methods which carry excess overhead. 
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14. Regarding claim 1 1 , Brendel teaches the invention substantially as claimed as 
aforementioned in the rejection to claim 1 , with the addition of, the computer program 
product comprising: at least one computer readable medium; computer program 
instructions stored within at least one computer readable product configured to cause a 
processing device to: receiving a packet from a client, the packet having a destination 
identifier associated with a server (Claim 16 Col. 19 lines 33-52). The other limitations 
recited in claim 1 1 are rejected under the same rationale as the limitations in claim 1. 

15. Regarding claim 12, Brendel teaches the method comprising: receiving a packet 
that is traveling between a client and a server or between the client and a replica 
(Figure 8 and Col. 1 1 lines 20-21); when the received packet is an acknowledgement 
packet that is received first and spoofs the server (Col. 1 1 lines 44-45 - Spoofing occurs 
when the dispatcher swaps the source identifier of the replica server with the original 
server's source address), obtaining a source identifier of the replica from the 
acknowledgement when the acknowledgement originates from the replica (Col. 1 1 lines 
40-45 - Before the dispatcher changes the source address to the original server's 
source address upon receiving the SYN + ACK packet, the dispatcher must read the 
SYN + ACK packet to find out the source identifier of the server that responded in the 
timeliest manner); and when the received packet is a subsequent packet received after 
the start packet and the acknowledgement packet, altering the subsequent packet so 
that it goes to the replica when the subsequent packet originates from the client, 
wherein the alteration is based on the obtained source identifier from the 
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acknowledgement packet (Col. 1 1 lines 44-50). 

Brendel, however, does not teach altering the start packet to indicate that it should be 
forwarded to any replica with duplicated data content. Koehler et al., however, teaches 
of using a tag within a packet consisting of a certain value to identify a certain property 
(Page 4 paragraphs [0033-0034]). It would have been obvious to a person of ordinary 
skill in the art at the time the invention was made to modify the packet disclosed in the 
invention to Brendel to allow a tag bit to be set within the data packet indicating whether 
or not the packet could be forwarded to replica servers if they existed in order to make 
sure content is received from the proper server and not redirected to a replica in certain 
cases to protect the validity of the data. 

16. Regarding claims 13 and 19, Brendel discloses all of the limitations as set forth in 
claims 12 and 18. He also discloses wherein the source identifier of the replica is 
obtained from the acknowledgement packet by cracking the acknowledgement packet 
when it is encapsulated (Col. 1 1 lines 40-45 - Before the dispatcher changes the source 
address to the original server's source address upon receiving the SYN + ACK packet, 
the dispatcher must first crack the encapsulated packet, if necessary, and read the SYN 
+ ACK packet to find out the source identifier of the server that responded in the 
timeliest manner). 

17. Regarding claim 14 and 20, Brendel does not explicitly teach the invention as 
claimed. Brendel discloses all of the limitations as set forth in claims 12 and 18. 
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However, as was shown in the rejection to claim 1 , Malkin teaches a method for both 
encapsulating and decapsulating i.e. cracking a packet, which would be obvious to 
implement in the method invention of Brendel. Thus, these claim is rejected based 
upon the same rationale as described in claim 1. 

18. Regarding claims 15 and 21, Brendel does not explicitly teach the invention as 
claimed. Brendel discloses all of the limitations as set forth in claims 12 and 18. 
However, as was shown in the rejection to claim 1 , Koehler et al. teaches a method for 
allowing tags to be set inside a packet, which allow for certain actions to be taken if 
certain bits are set. It would have been obvious to add a tag to the SYN packet, i.e. 
start packet, of Brendel, in order to provide forwarding control of data packets to replica 
servers. Thus, this claim is rejected based upon the same rationale as described in 
claim 1. 

19. Regarding claims 16 and 22, Brendel discloses all of the limitations as set forth in 
claims 12 and 18, wherein the subsequent packet is altered by replacing the 
subsequent packet's destination identifier with a destination identifier of the start packet 
(Col. 1 1 lines 48-50). 

20. Regarding claims 17 and 23, Brendel does not explicitly teach the invention as 
claimed. Brendel discloses all of the limitations as set forth in claims 12 and 18. 
However, as was shown in the rejection to claim 1, Malkin teaches a method for 



Application/Control Number: 09/605,91 7 Page 1 1 

Art Unit: 2143 

encapsulating the information, i.e. destination identifier (address). It would have been 
obvious to use this method of encapsulating the information contained in the packet of 
Brendel, in order to protect and keep intact the information being sent. 

21 . Regarding claim 18, Brendel teaches the invention substantially as claimed as 
aforementioned in the rejection to claim 12, with the addition of, the computer system 
comprising: a memory; and a processor coupled to the memory, wherein at least one of 
the memory and the processor are adapted to provide: receiving a packet from a client, 
the packet having a destination identifier associated with a server (Claim 13 Col. 18 
lines 52-67 - It is obvious to one of ordinary skill in the art of computers that all 
computers consist of one or more processors, memory, and various other components. 
Therefore, by teaching a computer system, it is obvious that a memory and a processor 
coupled to the memory are taught by the invention to Brendel). The examiner uses the 
same rationale used in the rejection to claim 12 to reject the other limitations recited in 
claim 18. 

22. Regarding claim 24, Brendel teaches the invention substantially as claimed as 
aforementioned in the rejection to claim 12, with the addition of, the computer program 
product comprising: at least one computer readable medium; computer program 
instructions stored within at least one computer readable product configured to cause a 
processing device to: receiving a packet from a client, the packet having a destination 
identifier associated with a server (Claim 16 Col. 19 lines 33-52). The other limitations 
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recited in claim 24 are rejected under the same rationale as the limitations in claim 12. 

23. Regarding claim 25, Brendel teaches the invention substantially as claimed, the 
apparatus comprising: 

a. Means for receiving a packet that is traveling between a client and a 
server or between the client and a replica (Figure 8 and Col. 1 1 lines 20-21); 

b. Means for obtaining a source identifier of the replica from the 
acknowledgement when the acknowledgement originates from the replica when 
the received packet is an acknowledgement packet that is received first and 
spoofs the server (Col. 1 1 lines 44-45 and Col. 1 1 lines 40-45 - Before the 
dispatcher changes the source address to the original server's source address 
upon receiving the SYN + ACK packet, the dispatcher must read the SYN + ACK 
packet to find out the source identifier of the server that responded in the 
timeliest manner); and 

c. Means for altering the subsequent packet so that it goes to the replica 
when the subsequent packet originates from the client when the received packet 
is a subsequent packet received after the start packet and the acknowledgement 
packet, wherein the alteration is based on the obtained source identifier from the 
acknowledgement packet (Col. 1 1 lines 48-52). 

Brendel, however, fails to teach the means for altering the start packet to indicate 
that the start packet should be forwarded to any replica that duplicates the data 
content of the server when the received packet is a start packet that is traveling 
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from the client to the server. However, as was shown in the rejection to claim 1 , 
Koehler et al. teaches altering a packet, which allow for certain actions to be 
taken if certain bits are set. It would have been obvious to alter the SYN packet, 
i.e. start packet, of Brendel in order to provide forwarding control of data packets 
to replica servers. Thus, this limitation of claim 25 is rejected based upon the 
same rationale as described in claim 1. 

Conclusion 

24. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. U.S. Patent No. 6,415,323 to McCanne et al. teaches the 
redirection of data packets over a network based upon proximity. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Thomas J. Mauro Jr. whose telephone number is 703- 
605-1234. The examiner can normally be reached on M-F 8:00a.m. - 4:30p.m.. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, David A. Wiley can be reached on 703-308-5221 . The fax phone numbers 
for the organization where this application or proceeding is assigned are 703-746-7239 
for regular communications and 7037467238 for After Final communications. 

Any inquiry of a general nature or relating to the status of this application or 
proceeding should be directed to the receptionist whose telephone number is 703-305- 
3900. 
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